VOL. 1.Ne 2 /2021

UDC 51-77 10.23947/2587-8999-2021-1-2-72-77

MODELING ASYMMETRIC INFORMATION WARFARE IN THE
PRESENCE OF HYPE*®

O. G. Podlipskaia
Moscow Institute of Physics and Technology, Dolgoprudny, Russia

& proncheva@phystech.edu

One of the typical situations in information confrontation is that one of the parties has an advantage in the
broadcasting resource, while the other party spreads more viral messages. The question arises as to the extent
to which these factors can balance each other. In other words, how large should be the advantages of one of
the parties in its factor in order to win the information war. The model of information confrontation in society
in the presence of excitement is considered. Supporters are believed to be recruited by the two parties by
spreading messages through affiliated media. Their supporters participate in participatory propaganda,
spreading these messages to other individuals. The model has the form of a system of two nonlinear ordinary
differential equations. Numerical experiments have been carried out with the model. Within the framework of
the experiments, all parameters were recorded, except for the broadcasting intensity of one party and the
intensity of the transmission of messages by the other party during interpersonal communication. The values
of the first of these parameters were taken with a certain step, and through numerical experiments. One of these
parameters was varied, and the value of the second parameter was determined by a numerical experiment, at
which the parties have an equal number of supporters at the end of the confrontation. The ratio between the
specified parameters is obtained, at which the given party wins. This relationship is linear.
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Introduction. Information warfare being considered, a typical situation is when one of the
belligerent parties has the advantage of greater broadcasting resource while the other party's message
is more viral. This may happen, for instance, during pandemics when mainstream media broadcast
scientifically based information about relevant threats, necessary measures and vaccination, while
dissidents spread sensationalist fake information that becomes viral just due to sensationalism.
Another example is typical for political life. The government broadcasts widely, but the opposition
messages may be more viral.

Both examples share the following features. There are two parties being involved in
information warfare. They spread their messages via affiliated mass media and their supporters relay
these messages to other individuals. Each individual can either support one of the parties or be neutral.
Supporters relay their party's message to other individuals, thus taking part in participatory
propaganda (term coined in [1]).

One of the parties has a greater broadcasting resource while the opposing party spreads its
message mainly through interpersonal communication still being able to hold a significant number of
supporters.

* The research was supported by the Russian Foundation for Basic Research (project 20-01-00229).
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The question we address in this paper is how much advantage in propaganda broadcasting can
balance the opponent's advantage in virality? Roughly speaking, suppose we are playing for party X
and our message is relayed by the average supporter to three individuals per unit of time, while the
message of party Y is relayed by their average supporter to six individuals. Is it enough for us to have
twice more of broadcasting to make the number of supporters even? Or should we mean the difference
of these intensities rather than the ratio? To address such questions, we consider a mathematical
model of information warfare, in which the intensities of broadcasting and relaying messages through
interpersonal communications are taken as given parameters. The equations of the model are solved
numerically, thus yielding the winner, that is the party having more supporters than the other at the
end of the warfare.

All parameters but two being fixed, manipulating these two allows us to find the sought-for
relationship. That is, for a given intensity of relaying the message of party Y we find the intensity of
broadcasting of party X that yields the equal number of supporters of both parties at t—oo.

This relationship is aimed to be this article's value added to the mathematical theory of
information warfare and spread of information in population which has been developing in a range
of directions. In terms of the number of papers, the most popular area is probably epidemiological
modeling of rumors. The earliest models of rumors [2, 3] were introduced in 1964 and 1973. The
model of competing rumors [4] was proposed basing on their approach. Today an extensive literature
Is devoted to mathematical modeling and empirical research of the dynamics of opinions and
informational influence, such as the monograph [5] and articles [6-9]. Neurological model of
propaganda battle was developed in [10, 11]. Relevant empirical papers employ the analysis of
statistics of web search requests [12, 13] and opinion mining [14, 15]. Some studies analyze national
laws and legal documents in the context of information threats [16, 17]. The model of this paper is a
development of the basic model that was proposed in [18, 19] (see also [20]). We also include the
hype term in the form different from [21].

Model. Consider the process of information warfare in a population of N individuals. Denote
X(t) the number of supporters of party X, and y(t) the number of supporters of party Y. The model has
the form

%{bx_by+°*XN“>+a<X<”‘NX(H))_<N—x(t)—v(t»' @
(;—Bt/ ={by b+ CyKI(t) +a(y(t)_’\)|/(t_l))_(N —x(t)- y(t)), ()
x(0)=x% y(0)=y°. (3)

Here a characterizes the significance of hype, as x(t)—x(t—1) is the number of new

supporters of party X. The greater this number the greater is the hype and therefore the motive for
each of N —x(t)—y(t) nonattached individuals. Note that in [22] the hype term had the form dx/ dt

rather than x(t)—x(t—l). Further, b,,b, are intensities of broadcasting by parties X and Y, so that
b, —b, is the advantage of party X over party Y. It is applied to the same number N —x(t)—y(t)
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individuals who do not belong with any party. At last, c,,c, are intensities of relaying messages

through interpersonal communication and x(t)(N —x(t)—y(t)) is the incidence of meetings of

supporters of party X and neutral individuals.
For our numerical experiments, we assume that b, > b, and c, <c,. That is, the party X has

a greater broadcasting resource while the message of party Y is more viral. In what follows we fix
the parameters a, b, ,c, .

Numerical experiments. A number of numerical experiments was conducted. Here we lay out
one of them. Let a=0.1, b, =¢, =1, N =10. The initial condition has the form x(0)=y(0)=2.

For values ¢, >c, =1 we solved the equations numerically with various values of b, to
determine the one under which the parties have equal number of supporters at the end of the warfare,
that is x(t) :y(t) =5 for large t. The results are shown in Table 1. The function b, (cy) appeared to
be linear.

In other conducted experiments this function also was linear.

Table 1. The results of the numerical experiment

Cy bx Cy bx Cy bx Cy bx

1 0 1,5 0,077 2 0,1534 2,5 0,2296
1,05 0,0078 1,55 0,0846 2,05 0,161 2,55 0,2372
1,1 0,0154 1,6 0,0922 2,1 0,1686 2,6 0,245
1,15 0,0232 1,65 0,0998 2,15 0,1762 2,65 0,2526
1,2 0,0308 1,7 0,1076 2,2 0,184 2,7 0,2602
1,25 0,0386 1,75 0,1152 2,25 0,1916 2,75 0,2678
13 0,0462 1,8 0,1228 2,3 0,1992 2,8 0,2754
1,35 0,054 1,85 0,1304 2,35 0,2068 2,85 0,283
1,4 0,0616 1,9 0,1382 2,4 0,2144 2,9 0,2906
1,45 0,0692 1,95 0,1458 2,45 0,222 2,95 0,2982

Conclusion. The main finding is quite unexpected. Clearly, being a system of nonlinear delay-
differential equations, the model cannot be solved analytically. Still, the numerical experiments show
the linear relationship between parameters. That is, the party X wins if b, >k.c, +k,, where ki, k,

depend on the parameters and unlikely to have analytical expression.
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OnHa U3 TUMOBBIX CHTyaluil Mpu HH(OPMAIMOHHOM MPOTHBOOOPCTBE COCTOMT B TOM, YTO OJIHA W3 MapTUH
o0JlazlaeT TPEHMYIIECTBOM B pecypce BelIaHWs, a Jpyras HapTHs paclpocTpaHseT Ooyiee BUPYCHEBIC
coobuieHusi. Bo3HHKaeT BOIPOC O TOM, B Kakoi Mepe dTH (akTOpbl MOTYT YPaBHOBEUIMBATH JAPYT APYTa.
JpyruMu ciioBamMH, HACKOJIBKO OOJIBIIUM JOJKHO OBITh MIPEUMYILNECTB OAHON M3 CTOPOH B CBOeM (hakTope,
yTOOBI OAepkaTh MMobeqy B HMHPOPMAIMOHHOM MpOTHBOOOpCTBE. Merton. PaccmarpuBaercst mopmenb
MH()OPMATMOHHOTO IPOTHBOOOPCTBA B COIIMYME NP HATMYUH aKHOTaxa. [Ipeamonaraercs, 4To ABe MapTuu
BEepOYIOT CTOPOHHHUKOB, paclpocTpaHss cooOumieHus uepe3 ad@uiaupoBaHHBIE CpEICTBa MAaCCOBOM
uHpopmarun. VX CTOpOHHUKH Y4acTBYIOT B TAPTHIIUIIATOPHOM MpoIaralye, pacpoCTpaHssi 3TH COOOIICHUS
cpenu JpyruxX WHAUBHIOB. Mozenb WMeeT BHI CHCTEMBl JBYX HEJIHHEHHBIX OOBIKHOBEHHBIX
mugdepeHInaNbHBIX  ypaBHeHHH. C MOAeNbI0 MNPOBEICHBI YHCICHHBIE OKCIEPHUMEHTH. B  pamkax
OKCIICPUMECHTOB (I)I/IKCI/IpOBaJ'II/ICI) BCC€ MapaMETpbl, KpOMC HHTCHCHUBHOCTU BCIIaHHA O):[HOI7[ napTun "
MHTEHCUBHOCTH TIepefadyd COOOIIEHHH APYroi MapTHU NPH MEXIMYHOCTHON KOMMYHHKAIMW. 3HAYCHUS
HEPBOT0 U3 3TUX ITapaMeTPOB NMepeOHpaITiCh C ONPEACICHHBIM IIaroM, U ITyTeM YHCICHHBIX YKCIIEPUMEHTOB.
OnvH W3 ATHX MapaMeTpOB BapbUPOBAJICS, W IMyTEM UYUCICHHOTO JKCIEPHUMEHTa OINpPEelsuioch 3HAUeHHUE
BTOpOr0 TapaMerpa, NpH KOTOPOM TMapTHH WMEIOT pPAaBHOE KOJIWYECTBO CTOPOHHUKOB Ha KOHEII
npotuBodopcTBa. [lomydeHo cooTHOIIEHHE MEXIy YKa3aHHBIMH HapaMeTpaMu, IPU KOTOPOM IOOEkKaaeT
JTaHHAs TTApTUs. DTO COOTHOIICHNE HOCUT JIMHEWHBIN XapakTep.

KiaroueBble  c1oBa:  MHQOPMAIMOHHOE  NPOTHBOOOPCTBO,  MAaTeMAaTHUECKOe  MOJEIHPOBAHMUE,
T depeHnnanbHble YpaBHEHHSI, YUCICHHBIE SKCTIEPUMEHTHI
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